Atha ba.sco Passkeys Step Sheet
U nive I'Slt)/ Hardware Passkey — For Learners

Hardware Passkey

Description

This guide walks users through creating a passkey for their Microsoft account using a
hardware security key. Hardware security keys provide a secure, phishing-resistant
method of authentication by storing credentials directly on a physical device rather than
on a computer or mobile device.

For demonstration purposes, this guide uses a YubiKey as an example. The same process
is generally applicable to other FIDO2-compatible hardware security keys. Once
configured, users can sign in to Microsoft applications and services without a password by
connecting their security key and completing the required verification, such as entering a
PIN or touching the security key's sensor. The passkey is securely stored on the hardware
security key itself and can be used across supported devices and browsers.

Topic A: Create a Microsoft Passkey using Hardware Security Key

1. Navigate to myaccount.microsoft.com in your internet browser and login with your
Microsoft credentials.

a" Microsoft
Sign in

S @learn.athabascau.ca

No account? Create cone!

Can't access your account?

Next
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https://myaccount.microsoft.com/

2. Select Account > Security Info

I A Home
&, My Account

Personal Info

I Security Info

Devices

Change Password
Organizations
Data and Privacy

Recent Activity

3. Click +Add sign-in method

é. My Account -

Security info
Devices

Change Password
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I == Add sign-in method I

% Phone

[r] Pasaword

+1 d—

Last updated:

2 months

B30

4. Select Passkey

Add a sign-in method

7N Passkey in Microsoft Authenticator
Sign in with your face, fingerprint, PIN

O_ Passkey

c:? Sign in with your face, fingerprint, PIN or security key

Microsoft Authenticator

Jop

Approve sign-in requests or use one-time codes
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5. Select Next.

fingerprint, or PIN

passwords, or codes needed.

Other options

Back

Sign in faster with your face, %

Create a passkey to sign in to your account. No apps,
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6. Insert your YubiKey into a USB port, then select Security key for your passkey.

¥  Windows Security

Choose where to save your passkey

Passkey for login.microsoft.com

gg iPhone, iPad, aor Android device

[5 Security key |

*

[ Cancel
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7. If this is the first time using the key, create a security key PIN when prompted.
Otherwise, enter your existing PIN, then click OK.

@ Windows Security X

Save your passkey
Cy Zzstudentl@learn.athabascau.ca )
C? Passkey for login.microsoft.com
You'll need to create a PIN for this security key.

® New Security Key PIN
-

Confirm Security Key PIN

ﬁ This will be saved to your security key. Change

8. Touch the sensor/button on the YubiKey when prompted to verify your presence.

& Windows Security X

Save your passkey

Cg Zzstudentl@learn.athabascau.ca )
C? Passkey for login.microsoft.com

0

Touch your security key.

ﬁ This will be saved to your security key. Change

Cancel
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9. Name your passkey, then click Next to finish the setup.

Let's name your passkey

<?

later.

Give your passkey a name to help you identify it

X

| Yubikey passkey (hardware)

X

10. Click Done to confirm the passkey creation. Your Hardware security key will be
added successfully to the list.

@ Passkey created

L

in to your account.

You can now use your face, fingerprint or PIN to sign

Qj Phone

E Password

Passkey (Synced)
iCloud Keychain

o

S Change

Last updated:

Change
2 months ago g

test icloud keychain

8' Passkey (Device bound)

Yubikey passkey (hardware)
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Topic B: Logging in using Hardware Security Key

1. Navigate to a Microsoft sign-in page and enter your email address.

B Microsoft

Pick an account

‘[El zzstudent1@learn.athabascau.ca

—I— Use another account

2. Select Choose a different passkey.

¥  Windows Security

Sign in with a passkey

@® iPhone, iPad, or Android device
OxX o sskey for login.microsoft.com

Choose a different passkey

Scan this QR code with your phone or tablet

[ Cancel

IT Technical Service Training Page 6 of 8

Ver. 1.0, 2026-10-07



Passkeys Step Sheet
Hardware Passkey — For Learners

3. Choose Security key.

¥ Windows Security >

Choose a passkey

Passkey for login.microsoft.com

gg iPhone, iPad, or Android device

ﬁ Security key

[ o)

4. Insert your YubiKey and enter your security key PIN if prompted, then click OK.

&  Windows Security *

Sign in with a passkey

Security key )
Pazskey for login.microsoft.com
Enter your security key PIN

Security Key PIM

Choose a different passkey
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5. Touch the sensor/button on the YubiKey when prompted.

&  Windows Security

Sign in with a passkey

Security key
Passkey for login.microsoft.com

Choose a different passkey

Touch your security key.

Cancel

*

6. You will be signed in successfully without entering your Microsoft account

password.
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